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Ms. Easterly characterized Artificial Intelligence (AI) as the most powerful technology of our 

lifetime.  Whereas it can abet both cyber attacks and defense, she believes that, if we get it right, 

it can tip the balance in favor of cyber defense. 

More so than the Villains (e.g. state and nonstate hackers) or the Victims (e.g. careless users), 

Vendors (those producing the tech software we rely on) are the “root cause” of cyber insecurity.  

Ms. Easterly put forth that there is no cybersecurity problem, but rather a software quality 

problem.  As opposed to search goods (which can be seen as inadequate with some up-front 

research), or experience goods (found defective upon use), she depicted software as a credence 

good – whose underlying deficiencies are difficult to observe.  And this problem has been known 

for decades. 

Technology firms have financial incentives to be first-to-market.  Security concerns are not a top 

priority.  But, she said, consumers should insist on security by design. And, AI can help mightily 

in this regard. 

Artificial intelligence can find security flaws in computer code (including those humans have 

not), fix them rapidly, mitigate cyber insecurity, and do so at scale.  She characterized this as 

revolutionary, ending the cycle of endless patches. And, AI can help to remedy cyber security’s 

hardest problem – deficient legacy software buried deep within decades of deployed 

infrastructure (e.g. water, electrical, banks, hospitals, etc.). 

• Beyond technical fixes, by processing mountains of data AI can predictively identify 

likely attacks before they occur. 

Ms. Easterly summarized by saying that due to the promise of AI, the end of pervasive cyber 

insecurity is within our grasp. 

 

Paul F. Herman, Jr. 


